Enroll an iOS Device in Mobile Device Management (Intelligent Hub)

Overview

CNUSD’s Mobile Device Management (MDM) platform installs profiles on your device that configure and maintain
settings on your device. MDM helps protect your privacy and the District’s data.

Before you can enroll your iOS device in the MDM service, you will need to install the Intelligent Hub app from the App
Store or iTunes. You will need an Apple iTunes account for this. Backup your device before enrolling!

This process must be completed before connecting to the CNUSD BYOD WiFi network

What to expect after you install MDM

It might take a few minutes to install the profiles on your device, so please be patient. When the process is complete,
you’ll find MDM profiles installed in Settings > General > Profiles

Your device will:
® Require a passcode to unlock. You can change this setting to “Immediately” (recommended), one minute, or
five minutes. Go to Settings > Touch ID & Passcode and then enter your passcode. Then tap Require
Passcode and make a selection.
e Time out after a period of inactivity and require a passcode to unlock it. You can change your preferences in
Settings for a period of up to five minutes. Go to Settings > General > Auto-Lock
Sync your CNUSD email, contacts, and calendar appointments after installation.
Require you to enter your CNUSD Active Directory password before you can access your email.
Check periodically for black-listed applications and to make sure that the device has not been jailbroken
Display the CNUSD App Catalog and BYOD Self-Service Portal
Perform otherwise as it did before you installed the MDM

Before you begin
Check that your device is running iOS 10 or later. You cannot enroll a device in MDM if the OS is below iOS 10.

Download the Intelligent Hub App

You must be using your iOS device to begin the enrollment process.

1. Inst'aII the Intelligent Hub on your iOS deyice. Intelligent Hub
(This must be completed before connecting to r ‘ AirWatch, LLC

the CNUSD WiFi network)
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https://itunes.apple.com/us/app/intelligent-hub/id338761996#?platform=iphone

Enrolling your device in MDM
Authenticate

1. When the app has finished downloading, tap
Open. You can also open Intelligent Hub from

your home screen by tapping the Intelligent Hub
app icon.

Done

Intelligent Hub

r ‘ AirWatch, LLC
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2. Atthe welcome screen, enter your District Email
Address and then select Next.
Exp. 113150@students.cnusd.k12.ca.us

3.

B QR Code

Enter your CNUSD email address and tap Go.

If you did not enter a valid email address, the next screen
prompts you for a server and group ID. If this

screen displays, enter the following and then tap
Enroll Device.

a. Server: airwatch.cnusd.k12.ca.us

b. Group ID: byod (this is case sensitive)

£ Back Authenticate Next

Email Address

Email buzz.lightyear@cnusd.k12.ca.us
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4. Enter your district username and password and
then click Next.
Username Exp. 113150

5. Tap Accept to accept the terms and conditions.

Q

Terms and Conditions

6. On the Enable Device Management page, tap
Redirect and Enable

( Back Secure
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Enable Device Management

To enable your device, you will be redirected to
Safari and Settings

Why?

« Access your company resource

* Remove company data in the event of loss or
theft

Redirect & Enable
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7. Tap Next on the page about additional Install
Information.

All privacy information regarding the District BYOD

network can be found here.

0

Workspace Services
This is required before the app can be

installed. You automatically receive:

Direct installation of all
corporate resources.

Secured corporate
network access.

D) [

Synchronized apps and
content on all of your
devices.

#

An enhanced app
experience that will make
you more productive.
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8. Allow the configuration profile. You may need
to go to Settings -> Downloaded Profiles

@ airwatch.cnusd.k12.ca.us

This website is trying to open
Settings to show you a configuration
profile. Do you want to allow this?

Ignore  Allow

¢

9. Tap Install

Install

Cancel

CNUSD - Enrolling an iOS Device in MDMDraft - Rev 111/1/2018



https://airwatch.cnusd.k12.ca.us/DeviceManagement/Privacy?Groupid=byod&Ownership=eo

10. Your phone may ask you for your phone
passcode/password

Enter your passcode

11. Install the configuration profile Cancel Warning Install

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the
administrator at "https://
airwatch.chusd.k12.ca.us/DeviceServices/
AppleMDM/Processor.aspx” to remotely
manage your iPhone.

The administrator may collect personal
data, add/remove accounts and
restrictions, and install, manage, and list
apps on your iPhone.

12. When the profile has finished installing,
Intelligent Hub page displays. Tap Done. Then log- f‘.
in to Intelligent Hub with your «
Username (exp. 113150) and password.

When you arrive on your school campus, select the

CNUSD_BYOD Wifi network to get connected : )

Your IT department will provide you
access to a wide variety of company
NOTE: If your school does not have il b L
the BYOD WiFi option choose the

Guest Wifi for student level content

filtering

Done

Set a passcode
If you do not already have a passcode on your device, you must set one within 60 minutes after your device is enrolled in

MDM. The passcode must be a minimum of four digits.
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1. You are prompted to set a passcode if you do not
already have one. Tap Continue to set one now. Passcode Requirement

You must set a passcode within 60
minutes.

Later Continue

2. When prompted for a passcode, enter four or
more digits/characters and tap Continue. New passcode
Enter a strong passcode with 4 or more
characters.

Emergency Continue

3. Re-enter your new passcode and then tap Save.
Re-enter your new passcode

Emergency Save

Manage your mobile device

Once your device is successfully enrolled in the Intelligent Hub, you can manage your device in MyDevice. It can take up
to 6 hours before your device appears in MyDevice.
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https://airwatch.cnusd.k12.ca.us/MyDevice

